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Shrink-wrap license restrictions—

Preempted?

oftware publishers are fond of shrink-wrap

licenses. These notices accompany copies of
computer programs and state that by using the
program you agree not to do various things that
the publisher does not want you to do. Typically,
for example, the publisher does not want you to
disassemble the object code or otherwise
reverse-engineer the computer program.

How to agree to a shrink-wrap license

Classically, tearing open the package’s plastic
wrapping manifested your consent to the agree-
ment, but variations are now common. For
example, the restrictive terms are long and com-
plicated, and you find out about them only by
reading the small print on a leaflet inside the
box. Therefore, the leaflet states that you man-
ifest consent to the restrictive terms by keeping
the product after opening the package instead
of taking it back to the retailer for a refund.

Or a notice pops up on the screen when you
install the program, and installation continues
only if you click on a box or icon stating “I agree
to the terms.” Publishers consider this approach
(sometimes termed click-wrap licensing) a
necessity with software marketed via the
Internet, because the user downloads the pro-
gram electronically and never opens a shrink-
wrapped package.

Advantages for sellers

These various forms of shrink-wrap licenses
appeal to software publishers because they
arguably give publishers greater rights over soft-
ware, in the name of contract law, than copy-
right or patent law provides or even allows.
Under copyright and patent law alike, a pub-
lisher’s sale of a copy of a computer program to
a customer exhausts the intellectual property
rights of the publisher/seller. It is not copyright
or patent infringement for customers to dis-
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regard restrictions on the use or disposition of
a purchased product. Arguably, however, if cus-
tomers promise to obey a restriction, then dif-
ferent rules may apply; the customers may be
obliged to keep their promise. Thus, if a shrink-
wrap license effects an agreement (a contract)
between a publisher and end users, the end
users must do as they promised.

Moreover, copyright and patent law give pur-
chasers rights to adapt and modify products that
they buy. Copyright law expressly allows own-
ers of a copyrighted computer program to mod-
ify the program to port it to another platform
and to add necessary new features. Patent law
allows owners of patented products to soup
them up—to improve their throughput and
speed. Arguably, however, if the customer
promises not to do that, a court may enforce the
promise. The contract trumps customer rights
otherwise granted by copyright or patent law.

Further, purchasers of copyrighted and patent-
ed products ordinarily can choose any service
organization to perform repairs and other service
work. For example, car purchasers can ordinar-
ily choose anyone to repair their cars' engines.
But courts have upheld the enforcement of com-
puter program licenses that limit booting up (for
purposes of maintenance and repair) to the end
user. This prohibits independent service organi-
zations from doing so. In principle, therefore,
General Motors could require owners of GM cars
to have only authorized GM dealers repair their
programmed, microprocessor-operated braking
or ignition systems. This license could, appar-
ently, simply be a notice (shrink-wrap license) in
the user's manual that accompanies the car.

Courts have also interpreted copyright and
patent laws to give purchasers the right to
reverse-engineer products. This allows pur-
chasers to learn how a product operates and
what it would take to make another product
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operate or interface with it.! Software
publishers argue that an anti-reverse-
engineering clause in a shrink-wrap
license trumps a product owner’s right
of reverse-engineering.

Previous federal precedents

Until recently, most courts took a
dim view of software publishers’ use
of shrink-wrap licensing to trump
users’ rights. For example, in the 1991
Step-Saver case,? the Philadelphia fed-
eral appeals court held that a shrink-
wrap license was not effective because
purchasers were not adequately
apprised of the terms before they
ordered the software. (In that court
case, the purchaser challenged the
seller’s shrink-wrap statements that it
was not responsible for software-
caused problems and that the pur-
chaser’s remedies were limited to a
refund for defective software.)

In the 1988 Vault case,® a federal
appeals court in New Orleans held
that a shrink-wrap license’s prohibi-
tion of reverse-engineering was legal-
ly ineffective because it conflicted with
the purchaser’s rights under federal
copyright law. As a result, federal
copyright law “preempted” application
of state contract law.

ProCD case
Matt Zeidenberg was a computer
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science PhD candidate at the
University of Wisconsin. In 1994, he
uploaded ProCD’s Select Phone CD-
ROM database of telephone numbers
to his Internet Web site. ProCD had
spent millions of dollars creating a
comprehensive, national directory of
residential and business listings. It had
compiled over 95 million residential
and commercial listings from approxi-
mately 3,000 publicly available tele-
phone books. The Select Phone listings
included full names, street addresses,
telephone numbers, zip codes, and
industrial classification codes.

ProCD sold its CD-ROMs at retail
outlets such as Egghead Software. The
user guide that ProCD included in the
package contained a user license agree-
ment that began with these words:

Please read this license carefully
before using the software or access-
ing the listings contained on the
discs. By using the discs and the
[data] listings licensed to you, you
agree to be bound by the terms of
this License. If you do not agree to
the terms of this License, promptly
return all copies of the software,
listings that may have been export-
ed, the discs and the User Guide to
the place where you obtained it.

In addition, the license provided
that

You will not make the Software or
the Listings in whole or in part
available to any other user in any
networked or time-shared environ-
ment, or transfer the Listings in
whole or in part to any computer
other than the computer used to
access the Listings.

Once the product was installed on a
user’s computer, screens appeared to
remind users about the user license
agreement and, in particular, that the
agreement prohibited network use.

Zeidenberg's motives are unclear. He
may have been engaged in a Robin
Hood or electronic-vigilante project.
(Telephone numbers want to be free!)
According to a June 24, 1996, Associat-
ed Press wire report, Zeidenberg pub-
lished the numbers free on his site in
hopes of attracting advertising money

(which appears not to have material-
ized). In any event, he completely bent
ProCD out of shape. It sued him in Wis-
consin federal district court for copy-
right infringement, violation of the
Wisconsin Computer Crimes Act, torts,
and breach of contract.

The district court ruled for
Zeidenberg on all counts. There was
no copyright infringement because the
telephone listings were not copyright-
ed. There was no breach of contract
because Zeidenberg never assented to
the shrink-wrap license and therefore
was not bound to obey it. Even if there
had been a valid contract, federal
copyright law would preempt its
enforcement. Federal law similarly pre-
empted the other claims. The district
court viewed these claims as an
attempt to avoid the policies and
objectives of federal copyright law,
which, for example, holds that white-
page listings cannot be protected
under copyright law and should be
freely available to the public.

ProCD appealed to the Chicago fed-
eral appeals court, which reversed the
judgment. First, the appeals court held
that the shrink-wrap use restriction
was a binding contract. It also held
that federal copyright law did not pre-
empt enforcement of the use restric-
tion under state contract law. The
court of appeals thus breathed new
life into shrink-wrap licensing. The
decision rests, however, on question-
able reasoning.

Critique of ProCD ruling

The court of appeals says there is
no preemption of state contract law
here because the contract has nothing
to do with what copyright is about:

Copyright law forbids duplication,
public performance, and so on,
unless the person wishing to copy or
perform the work gets permission;
silence means a ban on copying. A
copyright is a right against the world.
Contracts, by contrast, generally
affect only their parties; strangers
may do as they please, so contracts
do not create “exclusive rights.”

Here, the contract (the shrink-wrap
restriction on use) accomplishes by an
alleged agreement the same thing that




copyright law accomplishes by stating
a general principle defining copyright
infringement. But the rub is that copy-
right law, as the Supreme Court has
interpreted it in the Feist case,* says
that white-page telephone listings are
too unoriginal to be protected by
copyright. They therefore belong in
the public domain, to be freely copied
by everyone. Suppose that the tele-
phone company copyright proprietor
in the Feist case had put a notice in its
white-page directory to the effect that
users must not copy and distribute the
listings. Would the Supreme Court
have then ruled the other way? Or
would it have said that the notice was
legally ineffective because it attempt-
ed to produce a result opposite to that
of federal copyright law?

The ProCD court of appeals likened
telephone listings to customer lists,
which may be protectable trade
secrets. Supreme Court precedent, the
court of appeals correctly observes,
holds that federal patent law does not
preempt state trade secret law. But
how can a white-page telephone book
(or the 3,000 of them compiled here)
be a trade secret? These shrink-wrap
restrictions cannot be upheld on a
trade secret theory.

Indirectly, the court of appeals then
suggests that perhaps ProCD’s use
restriction against giving away its
product is a reasonable restriction, an
argument with considerably more
merit. In principle, reasonable use
restrictions ought to be upheld and
unreasonable ones should not. The
problem, however, of whether a use
restriction is reasonable is an issue of
contract law. This is a different prob-
lem than deciding whether federal
copyright law has occupied the field
so much that it should preempt state
law because it prevents the accom-
plishment of federal objectives.

Suppose state law declares that X is
reasonable and enforceable in litiga-
tion under state law. Suppose further
that Congress has power to regulate
as to X (say, if X affects interstate com-
merce). Congress then legislatively
declares (wisely or unwisely) that it
does not want X to occur. Surely state
law cannot nullify federal law, even if
the state is wise and reasonable and
Congress is unwise and unreasonable,

according to the wisdom of you, me,
and a federal judge.

The point is that if federal copyright
law puts white-page listings in the pub-
lic domain, a state law allowing pro-
tection of white-page data conflicts
with the policy of federal law and
therefore must yield. Here, the state
law is contract law. There are often
legitimate policies that state contract
law upholds. It may be said that states
have a supervening interest in the
sanctity of promise keeping, on which
our entire private law of contracts and
business dealings rests. Promises
should be kept; the law is so set on this
that it has a Latin maxim to make it
more impressive as a binding princi-
ple: Pacta sunt servanda (promises
should be obeyed). On the other hand,
this “promise” is a shrink-wrap license,
so that Zeidenberg might properly
respond: “Shrink-wrap licenses sunt
servanda? Give me a break.”

Perhaps the way to address this issue
is by deciding whether enforcing the
promise will deprive the public of
something federal copyright law wants
it to have. Does the public need
Zeidenberg freed from state contract
law requirements so that public policy
will be served? Is Zeidenberg a surro-
gate for the public, its agent, so that
muzzling him deprives the public of
what federal law wants it to have? This
is the basis on which the Supreme Court
decided the Lear case.® It held that state
contract law should give way to feder-
al patent policy on the issue of whether
a licensee was obliged to obey a
promise not to challenge the validity of
a possibly spurious patent. This would
protect the public from such patents.
The Court thought that licensees were
the most likely to do this and also have
the necessary information.

What result that legal test would pro-
duce here is unclear. It may well be that
the public does not need Zeidenberg
as an Internet vigilante; other people
and institutions can adequately
advance the interests of public policy.
Or, is Zeidenberg all that stands
between the public and utter loss of
access to needed, uncopyrightable
information? (Probably not.) My only
point is that this is a more sound prin-
ciple for resolving the issue than the
approach of the court of appeals.

If federal law
puts listings in
the public
domain, state
law protecting
the data
conflicts with
federal law and

must yield.

ProCD is one of those proverbial hard
cases that produces bad law (does not
foster good precedent). Zeidenberg's
activities appear unattractive, even if he
had been a database Robin Hood
(which is no more likely than for the
real bow-and-arrow-toting bandits in
Sherwood Forest). But hard cases force
us to examine our principles, to deter-
mine how much courage we have in
our convictions. Surely it makes no
sense to have Feist refuse copyright pro-
tection to unoriginal databases and then
turn around and let 50 different states
experiment with database protection.
Feist did not deny protection simply out
of caprice; it denied protection for rea-
sons of policy.

The law classifies unoriginal written
matter as not being copyright-
protectable writings of authors for the
same kind of reason that Baker v.
Selden® (now codified in the copyright
statute”) places ideas, systems, and dis-
coveries outside the statutory scheme
of protection. To permit the states to
do what federal law says federal copy-
right law should not do subverts that
policy. If that kind of subversion
occurs in suppressing Zeidenberg, fed-
eral law should preempt his suppres-
sion by the state law.

On the other hand, it is quite unwise
to leave database proprietors at the
mercy of self-styled Robin Hoods.
Understandably, software proprietors
are dissatisfied with waiting patiently
until Congress occupies the field with
a federal database protection law. That
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is why this is a hard case.

Even worse, however, the reasoning
of the Chicago court of appeals in the
ProCD opinion suggests that states are
free to enforce shrink-wrap agreements
of any and all kinds: anti-enhancement
restrictions, no-debugging restrictions,
restrictions against independent service
of car braking systems, and anti-
reverse-engineering restrictions. (In
fact, the court of appeals asserted that
anti-reverse-engineering restrictions
are desirable because they are “pro-
competitive.”)

Unfortunately, Zeidenberg won't
seek a Supreme Court review in this
case. ProCD made him an offer he
couldn’t refuse. It agreed to drop its
claim for damages in return for
Zeidenberg's agreement to stop
uploading the ROMs and to not seek
further appellate review.

Given the seeming conflict between
the ProCD opinion on the one hand
and prior opinions such as Step-Saver
and Vault, another case will likely take
this issue to the Supreme Court in the
next few years, unless Congress acts
first. Until then, given the encourage-
ment that ProCD has provided, we
may anticipate progressively more
unreasonable and overreaching shrink-
wrap license clauses.
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