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*665 REGULATING ELECTRONIC COMMERCE

GREGORY E. MAGGS [FNal]

I. Introduction

Thetem 'electronic commerce' generallyreferstocontractsand paymentsmade using computers and other electronic
equipment. [FN1] Ascommanly used,the phrase encompasses agreements concluded through theexchange of email,
purchases made at internet webstes, transfers of money made by electronic means and cther similar adivities The
term further includes both business-to-business and business-to-consumer transactions.

What law governselectronic commerce? Oliver Wendell Holmes Jr., thegreat Americanjurist and legal scholar, once
told ahumorous taleabaut a justice of the peace who heard alawsuit over abroken butter churn. [FN2] He looked up
‘butter churn'intheindex of hislaw bodks, but found nothing. Accordingly, the justice of the peace concluded there
was no law on point.

A modern jurist almost coud makethe same migake by looking up 'electronic commerce in modern gatutes and
cases. Asthisarticlewill show, afew new lawsin the United States establish special rulesfor electronic transactions.
But that does not mean that other laws do not apply. Instead, many general rules of contract and commercial law
govern electr onic commerce.

For example supposethat a consumer purchases a book ove the internet. The consumer visits the seller's website,
browses through the titles for sal e, selectsabook by clicking on some part of the computer screen, and then inputs a
credit card number. If all goes as planned, the sdler will ship the book, and chargethe consumer'scredit card The
issuer of thecredit card, most likey throughanintermediary * 666 bank, will paythe sdler, and then kill theconsumer.
At the end of the month, the consumer will pay the credit card.

Although thistransacti on occurred online, thetransacti onisa contract for the sale of goods governed by article 2 of
the Unifoom Commercial Code. [FN3] The book is a good because itis a'movable thing,' [FN4] and the transacti on
involves a sale becausetitle to the book passes from the selle to the buye for a price. [EN5] The consumer formed
a contract by clicking on the computer screen because the U.C.C. says that a contract can formed by any method
suffident to showan agreement.[FN6] In addition, in makingthe purchase the buye would have theusud statutory
protection afforded to aedit cardhdders. [FN7] The federa laws limiting liability for unauthorized char ges and
allowing cardhol ders to assert claims and defenses against the isauer contain no exception for internet charges [FN8

Exampleslike this one showthat much of the law o electronic commercein the United Statesis ordinary commerdal
law. Inaddressng digutes arigng ou of electronic transactions, caurts dften simply must decidehow theseordinary
laws apply. Only in special circumstances mustt hey consi der new laws applicable only to computer-based transactions.

This report will addr ess five current topi cs concer ning electroni c commer ce in the United States. Part 11 begins by
disaussing constitutional power toregulateinternet commerce. Part 11 then looks at court decisions and new statutes
concerning thefor mati on of electronic contrads. Part 1V coveselectronic commerce payments. PartV describeslaws
governinginternet crimeand website security. Part VI then talks about the 'digital dvide' separating Americans who
haveaccess tointerng commerce fram those whodo nat. Part VIl gatesa brig cancluson.

Discussions of electronic commerce law dften address legal issues relating to intellectual property and internet
governance. Thisreport, however, will not touch upon either of these important subjects because they are covered in
conference topic |111.B. ('Copyright Issues and the Information Highways, and Domain Names on the Internet').
Smilarly, thisreport will nat consider quegionsrelating to the regulation of on-line content and privacy becausethey
are covered by conference topic IV.B.2 ('Protection of Fundamental Rightsin the Digital Era).
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*667 11. Consti tutional Power to Regulate El ectronic Commerce

The United States Constitution limits governmental power and dvidesitbetween the federal government andthefifty
states. Accordingly, as Congress and dtate legislatures seek to enact new laws regulating electronic commerce,
quegionsinevitably arise about what t he Consti tution doesand does not permit. Although only afew cases specifically
have addressed these questions, the answers mog likely will turn on the application of several well- established
congtitutional principles.

A. Federal Power

The 'Commaerce Clause of the Canstitution enpowers Congressto'reguate Commerce .. . among theseveal States.'
[EN9] The SupremeCourt has held that this power enables Congress to regul ateinterstate commerce and its channels
and instrumentalities. [FN10] It further hasheld that the power permits Congress to regulate intragate economic
activities, provided that Congress rationally could conclude that the activities might have a substantia effect on
interstate commerce either by themselves or through their repetition nationwide. [FN11

Using thi s power, Congr ess presumably could regulate most aspects of electronic commerce. Na only does much of
this commerce aross statelines, but even commerce located wholly within one state may affect interstate commerce.

FN12] Indeed, pursuant to thispower, Congressalready haspassed various laws. A prominent example is the
Electronic Signaturesin Global and National Commerce Act of 2000 (ESIGN). [FN13] Asdiscussed mor efully below,
this act validates contractsformed by electronic means. [FN14] Congress also has used its commer ce power to pass
laws aimed at computer crime. [FN15

B. State Power

The Commer ce Clause does hat give Congress the exclusive power to regulatecommerce. [FN16] Rather, the states
sharethat power as part of their reserved sovereignty. [FN17] When astate seeks to regulater 668 commerce within
its borders, it faces only a few important limitations.

First, under the Supremacy Clause, [FN18] federal legslation may preampt state regulation. A federal statute
preemptsor supercedesa state datute whenever thetwo confliat. [FN19] In addition, federal legslation will preempt
a state law whenever Congressindicates that the federal legislation should occupy the field to the exclusion of state
law. [EN20] Forexample, inthelnternet Tax Freedom Act of 1998, Congresspreempted new state and local lawsthat
wouldtax internet accessor discriminate against dectronic commerce. [FN21]

Second, as an implication of the Commerce Clause, [FN22] a state law cannot impose a burden on interstate
commerce that is excessivein relation to legitimate local interests. [FN23] Under thistest, afederal court invalidated
aNew York law that restri cted the distribution of obscene material s to minors over the internet. [EN24] The oourt
found the law excessively burdensome because it would regulate websites | ocated in other states that might have
diffeent legal standards. [FN25

Third, asanother implicati on of the Commerce Clause, [FN26] astatelaw cannot treat interstate commerce differently
from intrastate commer ce, and cannot have a disparate impact on interstate commerce, when there is a reasonable,
non-di scriminatory, aternative way of furthering the state's legitimate interests [FN27] No repated case has
addressed thiskind of disaimination in the context of electronic commerce. As a hypothetical example howewver, a
state could not prohibit an out-of-state corporati on from providing internet access in the state.

Even if thelimitationsof the Supremacy Clause and Dormant Commerce Clause do not invalidate a state law, the
requirement of Due Process may limit judicial application of the law autside o the state boundaries. [FN28] For
example, supposethat an internet user in New Y ork wantsto pressadaim under aNew Y ak law against aCalifornia
business arising out of the businessswebdte in California. Due process may pose obstades for theinterne user,
whether the internet usa's sue thebusiness in New Y ork or Cdifornia.
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*669 If theinternet user suesthe Californi abusinessin New Y ork, the business may argue that Due Process prevents
aNew Y ork cout from assating jurisdicion. The Supreme Court hasinterpreted the Due Process Clause to prohihit
acourt from exercising jurisdiction over any person or businessthat does not have'minimum contacts' with the state
in which the oourt is located. [FN29] A number of American cases have considered whether maintaining a website
accessibeby userslocatedin another state sufficesto aeate minimum contactswith the state, but they do not all agr ee.

Some oourts have held that they may exercisejurisdiction consistent with due process because a website and other
factors may aeate minimum contacts. For example, in Minnesotav. Granite Gate Resorts, Inc., [FN30] the st ate of
Minnesota sued the owner of a gambling business located in Nevada far consumer fraud. The court ruled that the
business had minimum contacts with the state of Minnesota sufficient for the exer cise of jurisdiction based largely on
theability of Minnesotainternet userstosee thegambling businessswelsite.[FN31] The court rejedted the business's
argument that minimum contacts did not exist because its maintenance of the website was 'passive and Minnesota
citizens had chosan to vidt the website. [FN32] The court likened websites to broadcast and dired mail lidtation,
both of which have sufficed to establish minimum cont actsin non-electronic commerce cases [FN33] Other casesalso
have faund jurisdidion on similar facts [FN34

A few courts have reached a omewhat contrary condusian. In Ty Inc. v. Clark, [FN35] afederal caurt located in
Illinoisrefused toexercisejurisdiction over acompanyin the United Kingdam. Thecourt emphasized that, although
the company in the United Kingdom maintained a website that internet usa's could accesswhile using camputersin
[llinois, the company did na engage in anline transactions. [FN36] Other courts also have refused to exercise
jurisdidion using dmilar reasoning. [FN37

If the New Y ork internet user suesthe business in California, a California court could exercise jurisdiction because
of the business's *670 location in the state. [FN38] Due Process, however, may precl ude the Californi a court from
applying New Y ork law. The United States Supreme Court has held that a state ‘'must have a signifi cant contact or
significant aggregation of contacts, creating state interests, such that choice of its law is neither arbitrary nor
fundamentally unfair.' [FN39] Most states' choiceof law rules satisfythisgandard. Accordingly, at least todate no
reported case involving electroni c commerce has questioned whether a court's choice of law violated due process.

I11. Formation of Electronic Contracts

Most dectroniccommerce, like mast commerce genaally, involvesthe creaion of contracts Perhapsfor thisreason,
many of the most significant developments in the law governing electronic commerce have concerned contract
formation. The following discusdon addresses four of the most important issues in this area

A. Assant to Contragdual Terms

A controversial electroni c commerce issue arises when a business wishes to <! or didribute goodsor servicestoan
internet user, but only subject to certain conditions or limitations. The isue is how to bind the internet use to
contractual terms specifying the conditions and limitations. For example, adistributor of softwaremay wish to require
the user tomediate any disputes that arise. What must the vendor doto dbtain the user's assent to aterm requiring
medidion?

Vendor s engaged in electronic commerce have atempted three omewhat controversal methods of obtaining the
assant of internet users. These methodsgo by thenamesof 'shrinkwrap,' ‘click wrap, and 'browser wrap.'[FN40] They
all use different ways of presenting the contrad termsto theinterng use.

The 'shrink wrap' method involvesputting a message on a product telling the purchaser that any use of the product
constitutes assent tospecified terms.[FN41] The two leading cases on shrink wrap both come from the Uni ted States
Court of Appealsfor the Seventh Cirauit. *671 In bath cases, the caurt uphdd theuse of shrink wrap as a means of
binding a pur chaser to contractual terms.

In ProCD Inc. v. Zeidenberg, avendor old aCD caontai ning atel gphonediredory and softwarethat al lowed theuser
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to accessthe directory data. [FN42] The box containing theCD indicated that the software came with userestrictions
stated in an enclosed license. [FN43] The enclosed manual contained the license. [FN44] In addition, the license
appeared on the screen when the consumer used the software, and the software would not al low the user to proceed
without indicating assent. [FN45] In an often-cited opinion by Judge Frank Easterbrodk, the court held that the
consumer wasbound bytheterms of the license, even though the consumer had not seen the teems at the timeof paying
for the produd. [FN46] The cout explained that, although the buye had paid the purchase price, he had not
completed acceptance of acontract until indicating assent to the license. [EN47] Theinallity of the buye to se the
termsof the license bef ore paying (although not before accepting) did not tr ouble the court because consumers often
cannot examine the contents of purchasesin advance. The court explained: "Terms of use are no lessa part of the'the
product’ than arethe size of thedatabase and the peed with which the software compiles listings. Campetition anong
vendors, not judidal revision of the packages contents, ishow cansumers are protected in amarket economy.' [FN48

In Hill v. Gateway 2000, [FN49] consaumers purchased a computer over the telephone. [FN50] When the computer
arrived, the box contained an elabarate farm contract. [FN51] The terms of the contract required arbitration of all
contract disputes but provided that the purchaser could return the compute within thirty days of the purchase. [FN52
Theconsumers| ater attempted to aue the manufacturer incourt.[FN53] 1n another opinion by JudgeEastabrodk, the
court followed Pro-CD, and heldthat the consumers cauld not maintain their lawsuit because they were bound by the
arbitration dause. [FN54] The oourt explained that the consumers knew befare ordering the computer that it would
*672 come with a contract containing same important tams, but they did not ask to seethem. [FN55

To summarize, under thesetwo cases, aseller can bind abuyer to shrink wrap termsin two situations. First, theseller
may structur ethetransacti on so that asaleisna completeuntil abuye agreesto cantractual terms sent with aprodud,
whether or not the buyer paid in advance. [FN56] Second, the sel ler may structure the transaction sothat at the time
the sale becomes complete the buye at least knows that the product comes subject to some contractual terms, even if
the buyer does not know exactly what thoseterms say. [FN57] These rules simplify the process of selling products
subject to use limitations.

At least one court, however, has disagreed with Hill v. Gateway 2000 and ProCD v. Zeidenbeg. In Klocek v.
Gateway, Inc., [FN58] afedaal district court refused toenforce shrink-wraptermsrequiring arbitration. [FN59] The
court held that the consumer had offered to purchase the computer, and the manufacturer had accepted the offer by
shipping the merchandise. [FN60] Although the manufacturer had included teems in thebox with the computer, the
manufacturer 'did not communicate to plaintiff any unwillingness to proceed withaut plantiff's agreement to the
[license terms.]' [EN61] Accadingly, the court said, the terms could not become part of the contrad unless the
purchaser agreed to them, which the purchaser did not. [FN62] Whether other courtsalso will reject the Seventh
Circuit's analysis remains uncertain.

Another method of obtaining assent for sales over theinternet is'click wrap.' After selecting a product to pur chase,
the intenet user sees thecontract tams on the computer sareen, and cannot compl etethe purchasewithaut clicking
abox on the screen to indicateassent. [FN63] A few caurts have uphdd theuseof clidk wrap. For example, inInre
RealNetworks, Inc. Privacy Litigation, [FN64] the court hdd that interne users had agreed to a license agreement
requiring arbitration. Smilarly, in Hotmail Corp. v. Van$ MoneyPie, Inc.,[EN65] a court *673 upheld the validity
of redrictions on the use o freeemail acoounts for sending advertisements. [FN66

Although the opinionsin Real Networksand Hotmail do nat contain detailed legal analysis, mog courts probably will
consider click wrap tobelesscontroversial than shrink wrap. With click wrap, unlike shrink wrap, the purchaser sees
the terms of the contract, and indicates assent, before parting with any money. This feature greatly diminishes the
possibility of disappointed expectations.

A final method o presenting contractual terms to a consumer is 'browser wrap.' [FN67] When using this method,
an interne vendor aff ords the user theopportuni ty to look at the ter ms of the sale, but does not requi re the user to click
on anything to indicate assent to theseterms before paying for the product. For exampe, thewelsite may contain a
button saying "click herefor legal terms," which the purchaser may click or ignore.

One caurt has held that browser wrap does not aufficeto obtain assent. In Specht v. NetscapeCommunications Corp.,
FNG68] the court decided that acomputer user who downl oaded softwaredi d not assent toalicenseagreement. [FN69]
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The website contained a message saying 'Please review and agree to the terms o the Nescape Smart Download
softwarelicenseagreement befare downl oading and using the software.'[FN70] The user, however, was not required
to review the terms of the agreement. The court held that this scheme did nat suffice to create a contract. [FN71

Another caurt appearsto havedisagreed. In Polldar v. Gigmanialtd., [FN72] awebsite contained information about
thescheduling of music concerts. The welsiteal sostated termsredricting copying theinformation. [EN73] Although
users could see the license, they did not have to click on anything in order to see the concet information. [FN74
When the praoprietor of thewebsite sued a user for breaching the license, the use sought to dismiss an grounds that
the user had not assented to it. [FN75] The court, however, refused to dismiss the case, *674 concluding that the
browser wrap 'agreement may be argualy valid and enfarceable’ [EN76

Vendors mi ght combi ne browser wrap with shrink wrap. They might make the terms of contracts availabl e for
viewing online, but ship the products subject to later assent by the purchaser. This approach may diminate some of
the objectionsto shri nk wrap and browser wrap that currently exist.[FN77] Not only would purchasersknow that they
will have toaccept contractual terms to complete the purchase, they also will have an opportunity to seethe termsin
advance. Adding click wrap would further ensure that purchasea's have the oppartunity to assant to contractual terms.

B. Statute of Frauds

A 'statute of frauds' is a statutemaking certain kinds of contracts unenforceable absent asigned writing. [FN78] The
federal government and thefifty states have enacted numer ous statutes of frauds. The Uniform Commercial Code, for
example, requiresasigned writing for contractsfor the sale of goodsfor $500 or more.[FN79] TheFederal Arbi tration
Act, similarly, requires awriting for contracts toarbitrate digutes. [FN80

The reguireament of awriting and a signature under a statute of fraudspotential ly could pose an obstacle to internet
commerce. For exampe, suppose that two partiesattempt toform acontract by email for thesal e of goads for aprice
of more than $500. Do their dectronically exchanged messages satiy the 'writing' requirement of Uniform
Commer cial Code? Can they 'sign’ their writing eectroni cd ly?

Twosignificant pieces of | egislation addressthesequegions Oneisthe Unifarm Electronic Transaction Act of 1999
(UETA), a model date law enacted 37 states [FN81] The other isthe federal Electronic Signaturesin Global and
National CommerceAct of 2000 (ESIGN). [FN82] Both of these statutes have the effect of creaing exceptions * 675
to statutes of frauds s that they do not automatically prevent enfarcement of electronic contracts. [FN83

UETA, the date legidation, strives to eliminate obstaclesthat statutes of fraud might impose by dating four basic
principles:
(a) A record or signature may not bedenied legal effect or enforceability solely because it isin electronic form.

(b) A contract may na bedenied legal effed or enforceahility solely because an dectronic record was usedin its
formation.

(o) If alaw requires arecord to be in writing, an eectronic record satisfi es the law.

(d) If alaw requires a signature, an eledronic signature satisfies the law. [FN84]

Pursuant to theseprinciples el ectronic records and signatures may takethe placeof traditional paper and ink. [FN85

ESIGN, the federal legislation, serves a similar function. ESIGN provides that, notwithstanding any previously
exiding statute of frauds, 'a signature, contract, a other recard relating to such transaction may not be denied legal
effect, validity, or enfarceability sdelybecauseit isin electronic form. '[EN86] It thusalso allowselectronic commerce

to take place without hindrance from statutes of frauds.

BothUETA and ESIGN contain variousexceptions.[FN87] For example, neither lawappliestowriting requirements
for wills, codicils, or testament ary trusts. [FN88] In addition, both lawsexdudealmog all of theUniform Commercial
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Code except for the articles dealing with contracts far the sale and lease of goods [FN89

Although ESIGN is a federal statute, it does not preempt UETA.[FN90] On the contrary, ESIGN specifically
providesthat, if a satehasenacted UETA , then UET A rather ESIGN will govern excepti onsto state statutes of frauds.
[EN91] Althoughthesimilarity of the statutes * 676 general ly makes it irrd evant which law applies anumber of subtle
difference doexist. [FN92

C. Attribution of Electronic Recards

When aplaintiff suesa defendant for breach of contract, the plai nti ff must show morethan the exi stence of apromi se.
The plaintiff alsomust show that the defendant, or the defendant's agent, made the pramise. [FN93] When litigating
non-el ectroniccommerce transactions, theplaintiff often usesdocumentary evidenceto addressthisissueof attribution.
For example, the plaintiff may introduce a document purportedly signed by the defendant or the defendant's agent.

FN94

In litigating electronic commerce transactions, however, the plaintiff generally has no paper and ink documents to
use for attributing a promise to a defendant. Instead, the plaintiff may haveevidence only that someone visited the
plaintiff's website, and typed the defendant's name or email address when promising to pay for a puchase The
guestion ariseswhether this typeof evidence can suffice to attribute the promiseto the defendant.

UETA addresses thisissue o attribution with the following provision:
An eledronic record or electronicsignature isattributalle to a person if it wasthe act of the peson. The act of the
person may be shown in any manner, includ ng ashowing o theefficacy o anyseaurity procedureapplied todetermine
the person to which the eledtronic record or electronic signature was attributable. [FN95]

Although no caseshave ye addressed thisprovision, the UETA commentary confirms tha an electronicrecard and
electronic s gnature would be attributable to a person if the 'person types his’her name as part of an e-mail purchase
order.' [FN96] The commentary also makes clear that the pl ainti ff would have to overcome any evidence pr esented
by the defendant of fraud or forgery. [FN97] In reality, many businesses still may wish that they had the customer's
signature in ink on paper, notwithstanding UETA, because a genuine signature would simplify proof. [FN98]

*677 D. Automated Transactions (Electronic Agents)

Using machinesto make contracts predatestheinvention of computers. Businesss, after all, have made salesthrough
vend ng machinesfor decades. Y et, in most non-d ectroniccommercetransadionsof substantial significance, humans
rather than machines participate in the formation of agreements. When non-human entities like corporations make
purchases and sales, they generally rely on human agents to form their contracts.

In electronic commercetr ansacti ons, by contrast, businesses and individual s may relyon computersto make contracts
of considerablesophistication. For example, when an internet user purchases a camera at awelsite, the websitemay
process the order entirely without human intervention. It make take the credit card number, send an order tothe
warehouse, prepare theshipping labels,and soforth. The question whether a person or business may use an eledronic
agent to farm a contract therefore becomes more significant.

UETA and ESIGN each contain provisions designed to remove any doubt that electroni c agents may form contracts.
UETA says:
A contract may be famed by theinteradion of electronic agents of the parties, even if no individual was awar e of
or revienved theelectronic agents actionsor the resuting terms and agreements. [FN99

Similarly, ESIGN dates:

A contract or ather record relating to atransaction in or affecting interstateor foreign commerce may not be denied
legal effect, validity, or enforoeahility solely becauseits formation, creatian, or delivery involved the action of one or
more electronic agents so long as the action of any such e ectronic agent is legdly attributable to the person to be
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bound. [FN100

These provisions do not purport to change exiding law. Instead, as the UETA commentary asserts, they meely
confirm that machines may act as agents. [FN101] No cases have yet addressed these sections.

*678 IV. Electronic Commerce Payments

In additi on to the farmation of contracts, most eledronic commerce involves some sort of payment. Internet users,
for example, need to pay for any goods or servicesthat they purchase at welsites. The following discussion addresses
issues relating to electroni ¢ transactionsinvolving credit and debits cards, negotiable instruments, and other payment
devices.

A. Credit Cards and Debit Cards

Few if any legal dbstaclesinhibit using credit cards and debit cardsi n electronic commerce. Private contractsrather
than legislati veenactmentsestablish most of therightsand duties of cardhol das, card isauers, and merchants. [FN102
Totheextent that thesecontractsrequiremoder nization to accommodat el ectr onic commerce, thesepar tiescan modify
them. Indead, some changes relating to interne purchaseshave already taken place. [FN103

Although private agreements generally govern the rights of cardholders, cardholdersalsoenjoy gatutary limitations
on their liability for the unauthorized use of their credit cards and debit cards. In particuar, section 134 of federal
Consumer Credit Protection Act and section 909 of the federal Electronic Fund Transfer Act may limit their liability
to $50. [FN104] Thislimitation on liability greatly relieves anxiety that consumers aherwise might have about using
their credit and debit cards to make electronic purchases. Nothing in these statutes makes them inapplicable to
electronic commerce transactions.

A consumer cr edit cardholder hasanother federal statutory ri ght aimed at facilitating d sputeresolution. In particular,
if the cardholder has a claim or defense against amer chant, section 170 of the Consumer Credit Protection Act gives
thecardholder alimited right to assert this claim or defense against the card isuer. [FN105] The consumer can assatt
this claim or defense simply by withholding payment to the card issuer, which the cardhdder may find more
convenient than suing the merchant.

*679 Nothing in section 170 prevents the provisi on from appl ying to electronic commerce. Internet purchases,
howeve, do raise one unresdved isuue. By its terms, section 170 applies only totransadionsocaurring within the
samestate or within 100 miles of the cardholder' shilling addr ess. [FN106] If aninterne user located on theEast Coast
visitsthe website of acompany located in West Caoast, a dispute may arise about where the transaction took place. In
ded ding where contr acts made over the telephone are formed for the purpose of secti on 170, courtstraditionally have
said that farmation ocaurs at the place wherethe acceptance of the offer is uttered [FN107] This rather formalistic
test requiresa carefu analysisto determine which party madethe offer and which party made the acceptance. [FN108]
How or even whether caurts will appy this test to purchasesmade over the internet remains unclea.

B. Negotiald e Instruments and Documents of Title

Ameri cans use ordinary checksto make an extraordinary number of payments [FN109] Under current law, they
cannot create these chedks eledronically. The Uniform Commercial Code defines a chedk as a fam of a 'draft,’
[FN110] and adraft asan 'order.'[EN111] It then specifiesthat an order is'awritten ingruction topay money signed
by the person giving the instruction.' [FN112] Neither UETA nor ESIGN creae an exception to thewriting and
signaturerequirements [FN113] The official commentaryto UETA explainsthat the check cdlection system simply
involves toomany parties and relationships to change the present rules. [FN114

Although the U.C.C. requires the creation of a physical check, it permits some eectronic handling of checks. For
example, it peamits the electronic presentment of cheds. In othe words, adepositarybank need not adually sendthe
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check to the payor bank, but instead * 680 may transmit just the information contained on the check. [FN115] An
increasing number of banks are using this procedure. [FN116

In addition, the U.C.C. does nat require banks toreturn canceled checks totheir customers; instead, they can send
the customer a statement listing the check numbers and their amounts.[FN117] Although many statestatutes require
parti estoretain cancelled checksfor recordkeegping purposes, [FN118] UETA and ESIGN both provide that d ectronic
retention o the infarmation on the front and back of checks will satisfy these requirements. [FN119

Even though UETA and ESIGN donot apply tochecks, they validate the creati on of electronic 'transferr able records
that servethe same function aspromissary notes and doauments of title. [FN120] Just asholders of promissory notes
and documents of title may assign their rights by physicall y transferring the paper on which theinstruments ae
written, [FN121] UETA and ESIGN allow hdders of transferrable records to transfer ther rights by transferring
contr ol of their recards. [FN122] If el ectronic transferrable records becomewidely used, they could reduce the burden
of keeping track of promi ssory notes and documents of title, and provide added security.

The key requirament for a transferrable record under UET A and ESIGN isthat any copies of the record must be
readily identifiable ascopies and not asthe original.[FN123] Otherwise, disputesmight arise about who cantrolsthe
original record. At present, techniquesfor creating recards that satisfy this requirement remain under devel goment.
Thedraftersd UETA and ESIGN, however, apparentlywanted toestablish legal rulesin advanceto provideincentives
for creating new systams. [FN124

C. Other payment Devices

For large payments, American businesses often employ létersof aedit or fundstransfers. [FN125] Although UETA
and ESI GN do not apply *681 to these payment devices, [FN126] the U.C.C. itself pamits their use in electronic
commerce. U.C.C. Article 4A, which govens funds transfers, does not require a payment order initiating a funds
transfer to have any parti cular form. Instead, it says that a payment order may be ‘transmitted orally, € ectronically,
orinwriting.'[EN127] Therevised version of U.C.C. Article 5, whi ch governslettersof credit, requi restheissuer of
aletter of credit to create a record.' [FN128] The definition of record, however, includes electronically stored data so
longasit can be retrieved in a tangible form. [EN129] In accordance with these rules, businessesand banks already
use eledronic means to create and transmit payment orders and |eters of aedit.

Various businesses currently aredevdoping new sygems fa making payments ove the internet. [FN130] These
sygemstypically involvea combination of creditcard chargesand online accounts. For the most part, private contracts
govern the rights of the partieswho use these systems. At some point, however, courts may need to develop common
law rules for relving somedisputes not addressed by contract. In such instances the courts may choose either to
analogize the new payment devices to traditional devices or may attempt to find and apply general payment law

principles [FN131

V. Security of Electronic Commer ce

Companies doing business on the internet face security threats from two principal sources. hackers and competitors.
Hadkersgeneral ly seek to disruptinterne services often for mischievouspurposesrather than moneary gain. [FN132
Sometimes hackers gain accessto awelsite's camputer files and makechanges, seeking dther to disable the website
or to embarrass the proprigor. At othe times hacke's take actions to overload the computers hosting the website,
preventing legitimat e users from gaining access. Existing laws make many types of hacking illegal. [FN133] The
federal Criminal Code, in particular, *682 has an extensive general provision entitled 'Fraud and related activity in
connection with computers that reachesmost o thiskind o conduct. [FN134

Competitors generally do not attempt to disableabusinessswebsi te. Instead, they may seek to copy infor mati on from
thewebdte or to reach the business's austomers. They often accomplish these actions simply by accessing the website
just as ordinary inter net users might. They then use automated means to obtain data contained within the website.
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To someextent, copyright laws and private contractsmay prevent theappropriation of information by competitors.
For example, one business may not copy original photographs from another businesss webdte. In addition, many
websitesrequire users toagreeto taems and conditionsthat prevent users from making commercial use of information
contained in the website.

When copyright lawvs and private contrads have not provided protection, theowners of some websites have attem pted
tobring actions againg unwd come visitars unde the tart of 'trespassto chattels." Traditionally, a person may commit
thistort by impairing a chattel's'condition, quality, or value' or by depriving the owner o 'theuse of the chattel for a
substantial time. ' [FN135

A fewlower courts have granted preliminary injunctionson trespassto chattelsclai ms. |n CompuServeInc. v. Cyber
Promotions, Inc., the court enjoined a busness from sending unsolicited commercial emal to the austome's of an
inter net services provide. [FN136] In Registea.com, Inc.v. Veio, Inc., thecourt enjoined a caompetitor from usng
automated software proceses to acaeess and collect contact information from a campetitor's database [FN137
Smilaly, in eBay, Inc. v. Bidder's Edge, Inc., a court enjoined a competitor from obtaining and republishing
information about an-line auctians. [FN138

Not all courts agree that these kinds of actions amount totrespassto chattds. In Tickemaster Carp. v. Tickes.com,
Inc., acourt refused t o enjoin acompeti tor from usin g automat ed meansto extract infor mati on about concertsand other
eventsfrom acompeting website. *683[ FN139] The court explai ned: ‘A basi c lement of trespassto chattels must be
physical harm to the chattel (not present here) or some obstruction of its basic function (in the court's opi nion not
suffidently shown here).' [EN140] At present, toofew courts have addressed the i ssueto make predictions about what
the future will hold.

V1. Access to Electr onic Commer ce

Electronic commerce through the internet has become widely availabe in the United Sates One recent study found
that 57 percent of Ameican homes have access to theinternet. [FN141] In addition, another study found that more
than 98 percent of all primary and secondary schod's have internet access. [FN142

Access to the internet, however, is not evenly distri buted throughout society. Of families that make more than
$100,000 ayear, only about 7 percent do not haveinternet access. [FN143] By contrast, of familiesthat makelessthan
$30,000, almog 60 percent do not have internet access. [FN144] Whites aremore likdy tohave internet access than
blacksor Hispanics; white collar employeesmorelikelythan blue collar workers urban dwdlersmorelikdy thanrural
residents younger people morelikely than older people; Republicans morelikely than Democrats. [FN145

In the context of inter net commer ce, this uneven distribution--often called the 'digital divide'--presents some r eason
for concern. To the extent that banks and businesses reward customers who have internet access, some per centage of
the population may feel left benind. Asaresut, pditidans andothers recently have called for government programs
designedto bring internet access to all. [FN146

The pragposals generally call for government funding of some sort to reduce the cost of internet access or to make it
availablefor freeat publiclocations. Congress at present is considering variousbills, sponsared by both Republdicans
and Democrats, designed to address *684 the Digital Divide. [FN147] In addition, the states also are weighing
legislative action. [FN148

Despite great enthusiasm for digital divide legiation from some quarters, not much actually has happened.
Opponents of governmental solutions to the digital divide problem have made fiveimportant argumentsagaing the
types of legidation proposed. These arguments appear to have at least enough support to delay or block most the
proposed initiati ves.

First, any pan tohavetaxpayers provide goods and servicesto the publicis socialism, aform of government that most
Americans rgject and do not believe has proved successful. The current chairman of the Federal Communi cations
Commissian, Michael K. Powell, has voi ced opposition to measures to eliminate the digital divide on this ground.
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FEN149

Second, computers and internet accesshave become so inexpensivethat the government doesnot haveto spend money
on providing them to thepublic. Used computers fully capable o surfing the internet cost less than $100. [FN150] In
addition, consumers may obtain inter net dial -up access for less than $5 a month (the equivaent of one package of
cigarettes), if they are willing to toleate advertisements. [FN151] Theselow prices suggest that many pegplewho are
not spending money on internet accesssimply have decided that they do not want it, nat that they absolutely cannot
afford it. [FN152

Third, some cal Isfor i ncreased spendi ng appear to come not from the poor but from interne serviceproviders The
suspi cion isthat thesefirmssimply may want the government to provide them more business. For example AOL Time
Warner,one d thelargest i nternet * 685 service providers, recently funded the Nati onal Congressof American Indians
Digital Divide Task Force. [FN153] This task force not surprisingly, recently suppated legislative measures to
eliminate thedigital divide. [FN154

Fourth, some proponents of spending public money to diminate thedigital divide have not sought to provide service
to all the poor, or tojust the poar, but instead have targeted their aim toward getting votes. Far example, Demoaatic
politicians from Wegern stateswant to give themoney tolndian communities(whotend to vote Democratic), rather
than to all resdents of rural areas (who tend to vae Republican). [FN155] This approach makes their proposalsless
desirabl eto members of the oppod ng palitical party.

Fifth, tothe extent that thegovernment has addtional money for thepoor, it should spend it on more urgent needs.
Critics advanced this ar gument prominently when former Spesker of the House Newt Gingrich proposed giving tax
credits to families who buy laptopsfor school children. [FN156]

VII. Conclusion

Thisarticlehasattempted to summarize someof the most important American legislative and judicial developments
in the area of electronic commerce. The federal and state governments have constitutional power to regulate most
aspect s of thiscommerce. They have not needed to exercise much of this power because existing laws already apply
tomost canmerce, whether eledronic or conventional. Most |ggislative efforts that have occurred have sought not to
regulate but merely to fadlitate develgping commercial practices. If thistrend continues, electronic commerce may
become even maore convenient.

FNal]. Gregory E. Maggs is Prof essor of Law, The Geor ge Washington Univergty. Thisreport addr esses anumber
of subjectsi dentified by Dr. Anne Fitzgerald, the General Reporter for this sction. At her suggestion tothe National
Reporters, | have concentrated on the principal issuesand developments from theperspective of the American legal
sygem.
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Wright, The Law of Electronic Commerce (2000); Bar ry B. Sookman, Compulter, Internet and El ectronic Commerce
Law (2000).
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[EN4]. Seeid. § 2-105 (defining goods).
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